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ABSTRACT

Within the PCC WirelessIP project, we study how to
optimizeTCP/IPconnection®verfadingwirelesdinks.
An importantaspecthereis to evaluatetransportproto-
colsfor reliable(errorfree)end-toendcommunication.

The dominatingtransportprotocol on the Internetis
TCP/IR This protocolhasbeentunedsincel1977for the
primary problemin a global network, congestionand
high but static latencies. The Internetis changingto
utilize more wirelessnetwork segments. Wirelessnet-
worksintroducenew problemssuchasstochastigpacket
lossandvaryinglatencieswhichcreateproblemdor ex-
isting TCPflow controlalgorithms.

In this paper we describeand compareschemes
designedto improve the performanceof TCP in such
networksandproposeour own solutionfor the problem.

INTRODUCTION

The TransmissiorControl Protocol(TCP) definesa key
serviceprovidedby thelnternet,namely reliablestream
delivery. TCP provides a full duplex connectionbe-
tweentwo machinesallowing themto exchangelarge
volumesof dataefficiently.

But TCPhasbeentunedfor traditionalnetworkscom-
prisingwired links andstationaryhosts.It assumeson-
gestionin thenetwork to betheprimarycauseor paclet
lossesandunusualelays.TCPperformswell oversuch
networks by adaptingto end-to-enddelaysandconges-
tion losses. The TCP senderusesthe cumulatve ac-
knowledgmentst recevvesto determinewhich paclets
have reachedherecever, andprovidesreliability by re-
transmittinglost paclets. The senderidentifiesthe loss
of a paclet eitherby the arrival of several duplicatecu-
mulative acknavledgmentr by the absencef anac-
knowledgmentfor the packet within a timeoutinterval.
To accommodatéehe varying delaysencounteredn an
InternetervironmentTCP usesan adaptve retransmis-
sionalgorithmthat monitorsdelayson eachconnection
andadjuststs timeoutparametersccordingly

TCP reactsto paclet losseshy initiating congestion
control or avoidancemechanismge.g.,slow start)and
by backingoff its retransmissiortimer (Karn s Algo-
rithm [9]). Thesemeasuresesultin a reductionin the
load on the intermediatdinks, therebycontrolling the

congestiorin the network.

Unfortunately whenpacletsarelostin networksfor
reasonsother than congestion,these measuresesult
in an unnecessaryeductionin end-to-endthroughput
andhencejn suboptimaperformanceCommunication
over wirelesslinks is often characterizey sporadic
high bit error rates,andintermittentconnectvity dueto
handofs. TCP performancein suchnetworks suffers
from significantthroughputdegradationand very high
interactive delays[1] [18].

In the presentproject, we investigatehow the per
formanceand quality of serviceoffered by basicTCP
connectionscan be improved. SinceTCP is not at all
optimizedfor wirelesslinks, thereexist numerousgpos-
sibilities for improvementsof both throughputand la-
teng. However, since TCP is an acceptedstandard
which workswell on fiber-opticalnetworks, suchmodi-
ficationsshouldbe evaluatedcritically. In particular

e Proposedmodification might require extensie
changesf standardsandwidespreadlistribution
throughoutthe existing Internet. This would delay
theiracceptance.

¢ Modificationsthatimprove performanceverwire-
lesslinks could negatively affect fixed links, and
perhapsvenendangethestability of the Internet.

¢ Modificationsthatimprove performanceoy break-
ing theend-to-endr CP connectiongouldpossibly
affectapplicationsandwill certainlyaffectsecurity
mechanisms.

Whenevaluatingtheseand otherissueswe needas-
sumptionsaboutthewirelesslinks. Within the Wireless
IP project[17], weassumenultiple usersvhosharefad-
ing widebandlinks in a coordinatedvay. Theresource
sharingandoptimizationis basedon predictionsof the
channelquality [10] and usesadaptve modulationand
scheduling11], asoutlinedbriefly in the next section.

Thus,informationonthelink qualityis producedand
usedatlower layers,andit couldbe usedalsoby higher
layers, if desired. Our long-termaim will be to co-
optimize the adaptve modulation,schedulingand pro-
tocols,sothatquality of serviceandrobustnesss main-
tained,while wasteof bandwidthis minimized.

Different known approachego reliable communi-
cation over wirelesslinks are outlined and discussed



belon. We then proposea double split connection
schemehatwill bethe mainfocusof ourinvestigation.
The last sectionoutlinesthe aims of our comparatie
simulation study the first results of which will be
presentectthe NRSconference.

THE ASSUMED LINK AND MAC LAYER

In the wirelessIP projectwe develop a systemthat ex-
ploits the short-termfadingof channelgo mobileusers.
The ideais thatthe differing fadingfor differentusers
will enablethemto sharethe available bandwidth.The
taskis thento optimizeboth quality of serviceandsys-
temthroughput.Our proposedchemaes basecn adap-
tive modulationand schedulingof the IP traffic that
adaptsto the short-termfading. We use predictionsof
thefuture channehuality for all active mobileterminals
anddevelop predictoralgorithmsfor this purpose.The
traffic to differentuserds scheduledor shorttimeinter-
valsaheadsothattheir total satisctionis maximized.
Transmissionghat requirelow delay suchas speech,
will of coursebegivenhigh priority [13].

Channelof desiredquality will not alwaysbe avail-
ableandchannelpredictionwill sometimedail. To in-
creaserobustnesscodingis usedin efficient way. We
investigatehybrid type-Il ARQ schemesn combina-
tion with predictive scheduling[11] . Hybrid type-II
ARQ will first perform an uncodedtransmissionand
thentransmitadditionalredundantsymbolsif the pre-
vioustransmissiomwasunsuccessful.

These algorithms provide links with a stable and
prespecifiedframe error rate and throughput over
time intervals characterizedy the short-termfading.
However, long-term fading and shadev fading will
causevariationsin theseparametersyhich have to be
counteredy the higherlevel protocolsstudiedhere.

OVERVIEW OF EXISTING APPROACHES

Thevariousexisting approache improve TCP/IPper
formanceover wirelesslinks can be divided into two
groups. The first group of approachesries to hide all
non-congestionelatedossedrom theTCPsenderThe
ideabehindtheseapproachess thatsincetheproblemis
local for the wirelesspart of thelink, it mustbe solved
locally (e.g. by split connectionssnoopprotocol,or by
differentlink-layer solutions). At the otherside of the
solutionspectrumareend-to-endapproachesyhichare
basedon making the senderof pacletsaware of exist-
ing wirelesshops(Explicit LossNotification, Selectve
Acknowledgments)and different propositionsfor new
versionsof TCP/IP(e.g. TCP Westwood).

End-to-end solutions

The end-to-endprotocols attemptto make the TCP
sender handle lossesthrough the use of two tech-

niques.First, someform of selectve acknaviedgments
(SACKs)[15] canbeusedto allow thesendeto recover
from multiple paclet lossesin a window, without re-
sortingto a coarsetimeout. Furthermorethey attempt
to have the senderdistinguishbetweencongestiorand
otherformsof losseshy usinganExplicit LossNotifica-
tion (ELN) [5] mechanismThemaindrawbackof these
solutionsis that they require TCP-stackmodifications
at all endpoints.They thereforerequirestandardization
of modificationsin TCPfollowedby widespreadiccep-
tanceof thesechanges.

TCP Westwood

A new versionof the TCP protocol - TCP Westwood
[16] was proposedrecently TCP Westwood enhances
the performancef the TCPwindow congestiorcontrol
by using an end-to-endmeasurementsf the available
bandwidthasfeedback.The available bandwidthis es-
timatedat the TCP sourceby measuringand low-pass
filtering thereturningrateof acknaviedgmentsThees-
timatedbandwidthis thenusedto properlysetthe con-
gestionwindow andthe slow startthresholdafteracon-
gestionepisode(a timeoutor 3 duplicateacknavledg-
ments). The advantageof this approachs thatthe TCP
senderrecoversfasterafter lossesespeciallyover con-
nectionswith largeroundtrip times. It alsoimprovesthe
performanceover wirelesslinks wheresporadiclosses
aredueto unreliablelinks ratherthancongestion.

Split connections

Split-connectiorapproachef3] [4] completelyhidethe
wirelesslink from the senderby terminatingthe TCP
connectioratthebasestation.Suchschemesiseasepa-
ratereliableconnectiorbetweerthebasestationandthe
destinationhost. The secondconnectioncanusetech-
niguessuchasnegative or selectve acknavledgments,
rather than just standardTCP, or some specially de-
signedprotocol,to performwell over the wirelesslink.
Advantage®f this approactare:

e Eachof theconnectionganbeoptimizedindepen-
dently;

e Pacletlossesdueto congestiorandtransmissions
errorscanbedistinguished;

o |t allows earlier deployment of enhancementto
TCPoverwirelesslinks;

¢ |t allows exploitation of differentapplicationlevel
enhancements.

However the standardsplit-connectionhas several
drawbacks.Someof objectionghatmayberaisedare:

o It breaksTCP end-to-endsemanticsThis disables
end-to-endusageof IP layersecuritymechanisms;



e Crasheof theintermediatenode(containingTCP
statemachinesn theradioaccessetwork) become
irrecoverable;

e It introducesextra overheadwhen moving TCP
statesbetweenthe intermediatenodesat handof
betweerradioaccespoints.
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Figurel: Split-connections

Snoop protocol

The snoopprotocol[7] introducesa module,calledthe
snoopagent,atthe basestation. Theagentmonitorsev-
ery paclet that passeshroughthe TCP connectionin
both directionsand maintainsa cacheof the TCP sgg-
mentssentacrossthe link that have not yet beenac-
knowledgedby thereceier. A pacletlossis detected
by the arrival of a small numberof duplicateacknawl-
edgmentdrom the recever or by a local timeout. The
snoopagentretransmitghelostpacletif it hasit cached
andsuppresseduplicateacknavledgmentsin our clas-
sificationof the protocols,the snoopprotocolis a link-
layer protocol that usesthe knowledge of the higher
layertransporiprotocol(TCP).

The main advantageof this approachis thatit sup-
presseduplicateacknaviedgmentsfor TCP segments
thatarelost andretransmittedocally. It therebyavoids
unnecessaryast retransmissiongnd congestioncon-
trol invocationsby the sender The perconnectiorstate
maintainedby the snoopagentat the basestation is
soft, and correcttransmissiorcan be maintainedwith-
outit [6].

Two mainconcernsaboutthe snoopprotocolarethat
it is notbeneficialwhentheradiolink protocolprovides
in sequencealelivery of framesandthatit creategrob-
lemswith IP security

Link-layer solutions

Therehave beenseveralproposaldor reliablelink-layer
protocols[8]. Thetwo main classeof techniquesem-

ployed by theseprotocolsare: error correction,using

techniquessuchasforwarderror correction(FEC),and

retransmissiorof lost pacletsin responsdo automatic
repeatrequest(ARQ) messagesThe link-layer proto-

cols for the digital cellular systemsin the U.S., both

CDMA and TDMA, primarily use ARQ techniques.
The TDMA protocol guaranteeseliable, in-order de-

livery of link-layer frames. The CDMA protocol only

makes a limited attemptand leaves eventual error re-

covery to the (reliable)transportiayer Otherprotocols
like the AIRMAIL [2] protocolemploy a combination
of FECandARQ techniquedor lossrecovery.

The main advantageof employing a link-layer pro-
tocol for lossrecovery is thatit fits naturally into the
layeredstructureof network protocols. The link-layer
protocol operatesindependentlyof higherlayer proto-
colsanddoesnot maintainary perconnectiorstate.

The main concernaboutlink-layer protocolsis that
since end-to-endTCP connectionpasseshrough the
lossy link, the TCP sendermay not be fully shielded
from wirelesslosses. This can happeneither because
of timer interactionsbetweenthe two layersor more
likely becausd CP’s duplicateacknawledgmentsause
the senderto fast retransmiteven segmentsthat are
retransmittedocally.

DOUBLE-SPLIT CONNECTIONS

This is a variant of a split connectionwith two split
points. The first split point shouldbe at a basegate-
way; TCP pacletswill herebe corvertedto somespe-
cial wirelessprotocol (WP), designedfor the wireless
link. Thesepacletsaretransferredrvia oneof the wire-
lesslinks andarethencorvertedbackto TCPattheother
split-point, which is locatedin the wirelessdevice. The
sendemwill thusthink thathe is talking to the gatevay,
insteadof the ultimate recever and recever will think
thatit recevesdatafrom the routerlocatedwithin the
wirelessterminal[seeFigure2]. Any TCPapplications
(asidentified by port number)that can not handlethe
semantidoreakagecausedody a split will not have their
packetscorvertedto WP, but will insteadustuseheader
compressiorfe.g. ROHC[19]).
Advantages:

¢ delaysthat occurdueto fadingsover the wireless
link canbe hiddenfrom the sendeyif we choosedo
designthe systemthatway;

e We canuseour knowledgeof the channeland of
MACI/link layer schedulingalgorithmsby feeding
thisinformationto the wire/wirelessgatevays;

¢ The introduction and designof the WP will not
dependon possiblefuture changesof TCP (in all
seners/clients);

e Methods basedon a single split require direct
changesn TCP stacksor requiresre-linking of ap-
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Figure2: Double-splitconnections

plications. The doublesplit proposechereis real-
ized usingtwo gatevaysanddoesnot involve ary
changedo the TCP end-points.

Potential problems are due primarily to semantic
breakage.

It is worth noting that a semanticbreakagealready
exists for typical mobile devices, i.e., masquerading
Masqueradingcan be donealong with the split in the
basegatavay.

Problemswith statemigrationduring handof canbe
reducedby locatingthefirst split pointata gatevay that
controlsmultiple wirelessaccesoints. Migration of
stateinformationbetweergatavayswill thenhaveto be
performedessfrequently

Themostseriougproblemwith split connectionsand
the hereproposedoublesplit connectionswould be if
the gatavay acknavledgesthe successfutransmission
of a paclet thatwill thenin fact never be transmitted
without error over the wirelesslink. Sucherrorswould

INeededlueto ashortageof IP-addresseim IPv4

not be recoverable. However, we believe that this
dangercan be eliminatedby an appropriatedesignof
the WP and by taking the conditionsin wirelesslinks
into accountwhencontrollingthe dataflow throughthe
gatevay. Designof suchalgorithmsarea centralpartof
the presenproject.
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Figure3: Simulationervironment

CONCLUSIONS AND FUTURE WORK

Noneof the existing solutionsfor improving the perfor
manceof congestiorcontrolin TCP/IPover wirelessis
perfect. Their performancejsolatedandin combina-
tion, will be evaluatedby simulations,assumingusage
of forward error correctionsand schedulingproposed
in [11]. The real-time simulation system[see Figure
3] is used. The mobile client usesa robot-application
for downloading web pagesfrom the Internet-serer.
Pacletsaretrappedatthebook-keepingmachinewhich
placesthemin a queueand sendsUDP requestto the
computatiormachine.The computatiormachinesimu-
latesthewirelesdlink basedn[11] andrespondsvith a
delaytime (or droprequestfor eachpacket. Within this
simulation ervironment, all methodsdescribedabore
for improving the TCP/IP performanceover wireless
link are going to be tested. Appropriateperformance
measuresirethroughput lateng statisticsand average
dataratesoverwirelesdinks. The performancandpos-
sible problemswith double-splittonnectiorwill alsobe
investigated.
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